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1 Gidi thi€u chung

Al Access la tinh nang chay trén NGFW hodc giai phap SSE (Prisma Access) cua Palo
Alto Networks dé quan 1y cac GenAl application, cung cip kha ning visibility, access
control, data va threat protection, cho phép khach hang str dung cac irng dung GenAl
nhung van ngin chin cac nguy co tin cong va that thoat dit lidu.

Al Access security

GenAl App Visibility & control
Data Protection .

. Sanctioned

Threat protection Tolerated

Unsanctigned
GenAl Apps

=

Mext-Cen Firewall
<\ »

Prismia Access

Prisma access or Firewall

2 Mo hinh thir nghiém
Client (with GP installed ) ------ Prisma access ----- Internet

Sanctiened Applications
{spproved by IT)

D

Tolerated Apphications

(IT doesnt trust but allows)

010 9.2
Gotwaray: US Centrat - e .

Prisma Access

Untolerated Applications
(hot approved by IT)

|
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3 Thiét 1ap mdi truong thir nghiém
3.1 Thiét 1ap két noi GP

Thiét 1ap két ndi Remote VPN sir dung Global Protect trén may Client t&i Prisma
Access.

3.2 Cau hinh SSL Decryption
3.2.1 Tao Self-Sign Root CA

Truy cép Objects — Certificate Management — Generate dé tao Cert

Certificate Management @

Palo Alto Networks Issued Certificates (1)

Khai bao thong tin Root CA Cert:

e Certificate Name: Tuy y

e Common Name: Trung véi Domain Name (khuyén nghi) hoic dia chi IP cta
service s€ dung Cert nay.

e Chon “Certificate Authority” dé xac dinh dy la Sefl-Sign Cert Root CA.

[P Acems | > Custom Conicae - s Access

Add Custom Certificate
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3.2.2 Export Root CA Cert va cai dat trén may Client.

Chon Cert mudn export va click “Export Certificate”:

lanagement @

Custom Certificates {14)

=]

S some

EREEeO@@ @F

Pl Alto Networks Issued Certificates (1)

Certificate Profiles (1) SCEPs (0]

Name

Chon DER format:

Export RootCA_Cert_Thanh

Format

|Binary Encoded Certificate (DER)

Baseé4 Encoded Certificate (PEM)

Binary Encoded Certificate (DER)

Sau khi export, cai dat Cert trén vao danh sach Trusted Root CA trén may.
3.2.3 Tao Cert Forward Trust

Truy cép Objects — Certificate Management — Generate dé tao Cert
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c. [ Pinet s | 3 Conbion Cortiicate - v Access

Add Custom Certificate

3.2.4 Tao Cert Forward Untrust

c' [Prisma Access | > Custom Certicats - Prisma Access

GP_Decrypt_UnTrust_Thanh

Certificate Detail

Sublect Mam

3.2.5 Cai dat Cert cho GP Portal

Vao Workflow — Prisma Access Setup:
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GlobalProtect Setup @

4

Hi Nguyen,
how can | help you today?

[ P Access Ml Users Contsinr /2 Gl
Infrastructure Settings

%

Hi Nguyen,
how can | help you today?

Client IP Pool

Két qua, khi két ndi GP khong con canh bao Cert
3.2.6 Cau hinh SSL Decrypt Rule
4 Két qua chi tiét cac Test Cases

4.1 Phat hién tit ca cac GenAl Apps dang duwoc sir dung trong to chirc

Muc tiéu Xac dinh tat ca cic GenAl Apps dang dugc sir dung trong to chirc, tir d6 sir dung lam
cin cir dé phan loai va thiét 1ap chinh sach kiém soat cac GenAl Apps ndy.

Ciac buéc thue | Két ndi nguoi dung GP toi Prisma Access, truy cap 1 s6 tng dung GenAl nhu
hién ChatGPT, Gemini...dé hé thong co log.
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Két qua thye té | Truy cap Al Insight s& thay duoc danh sach cac GenAl Apps va nguoi dung trong hé
théng:

Al Access Securif

0 Alerted
0 Blocked

Danh muyc GenAl Apps:

Applications

Total Apps

3

Al Applications {3)

Panh gia - Két qua: ] Pass (] Fail

- Ghi chu:
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4.2 Xem thugc tinh (Attributes) cia AI Apps

Muc tiéu

Dua vio céc thudc tinh nay, quan tri vién ¢ thé can nhic va quyét dinh xem nén xép
Al Apps nay vao thé loai ndo, tuong tng 1a chinh sach cho phép hay ngin chin Al
App nay.

Cac budrc thuc
hién

Vao Activity Insight, loc cac App GenAl va chon 1 App cu thé (vi du: openai-chatgpt):

O Applications

Application Data Tramster by Avpicssin Crtmgery

Xem thudc tinh:
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All Attributes

High

Gen Al Attributes

Audio File, Image File, Text File, Text Query, URL, Vid_.  Audio File, Image File, Text File, Text Query, URL, Vid...

Comversational Agent Non-Enterprise App

AP1, Desktop App, Integration (3rd party) / Plugin, M__

Yes

Security and Privacy

Security and Privacy information helps you assess if this application meets your organization's security policies.

Safe ]

Két qua thue té

Panh gia

- Két qua: ] Pass [ Fail

- Ghi chu:

4.3 Kiém soat cho phép/ngiin chin cic GenAl Apps

Muc tiéu

Kiém soét cho phép/ngin chin GenAl Apps

Cac budrc thuc
hién

Céu hinh khai bao Application Filter, match vdi cac Apps duoc tag 1a “Sanctioned”

\

va “Tolerated”.

Ngoai cac tag duoc gan thém, tat ca cac GenAl Apps déu dugc gan tag mic dinh
“GenerativeAl”, ciu hinh gan nhan cudi cung nhu sau:

10
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CAu hinh Internet Access Rule, chi cho phép cac App duoc tag 1a “Sanctioned” va
“Tolerated”.

Thém 1 Rule bén dudi, chin tit ca cac App GenAl con lai (khong phai
Sanctioned va Tolerated):

Két qua thue té | Mic dinh tat ca cac GenAl Apps déu dugc phén loai 1a Unsanctioned nén ban dau cac
ung dung nhu ChatGPT, Gemini...déu bi chin lai:

11




%/» paloalto

NETWORKS

« C % chatgpteom * 09

Application Blocked

User:t

Application: of

< G Oprolicy % geminigooglecom/app/88d0f517de0661d27utm_source=app_launcher&utm_medium=owned&iutm_campaign=base_all

O3 Pelo Alto Networks, Inc. Bookmarks 33 | M Inbox (6476) - than.. 4% Login [ PAN [J PANDemo [J Thanhlab [3 PCDemo [ DNStunneling [J MMO [ MalwareWriting [J C++ [J ¥MsonGCP [J

Application Blocked

The application you ar
your system administrato:

inaccordance with company policy. Please contact

User: than

O Log Viewer

Iraights

i

{r  Applications

w  Aplcatiom  Thats  Uses  Domaim

12
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Luc nay, ing dung ChatGPT vira dugc danh ddu 1a Sanctioned duoc cho phép di qua,
con cac tmg dung con lai (vi du: Gemeni) van bi chin lai.

< c %5 chatgpt.com
@ ChatGPT 4+ Upgrade to Plus
@ New chat

Q. Search chats

@ Library
® Sora

88 GPTs

Good to see you, Thanh.

B Projects

Dich van ban tiéng Viét

C 23 gemini.google.com/?utm_source=app_launcher&utm_medium=owned&utm_campaign=base_all&authuser=0

Application Blocked

The application you are trying to use has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is an error.

User: thanh_local

Application: google-gemini

O LogViewer

13
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Panh gia

- Két qua: ] Pass [ Fail

- Ghi chu:

4.4 Sir dung cau hinh cé sin (Predefined Snippet) trén Prisma Access

Muc tiéu

Trén Prisma Access c6 02 snippet “GenAl Best Practices” va “Application Tagging),
chira sén cac cau hinh phan loai AI App va Policy mic dinh. Ngudi quan tri chi can
ap dung ma khong can phai cdu hinh lai tir dau.

Cac budrc thuc
hién

Két qua thue té

Panh gia

- Két qua: ] Pass [ Fail

- Ghi chu:

4.5 Phat hién dir li€u nhay cam giri qua GenAl Apps

Muc tiéu

Véi cac GenAl App dugc phép sir dung, quan tri vién cé thé thiét 1ap chinh sach dé
quét ludng dir liéu cta cac App nay dé phat hién céac dit liéu nhay cam dua vao DLP
engine.

Cac budrc thuc
hién

Thuyc hién upload 1 file chtra dit liéu nhay cam (vi du chira ma ngudn python) lén 1
tmg dung GenAl dugc phép sir dung (vi du: ChatGPT), khi chua cdu hinh ngin chin,
viéc upload file chtra ma ngudn python thanh cong.

14
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ChatGPT
1+2=

8 python-sample.txt
Document

Toi da xem file ban tai lén (python-sample.txt) va thay trong d6 co nhiéu doan code Python tron lan:

1. Web scraping véi Scrapy + BeautifulSoup
* Ldp Hnspider ding dé crawl Hacker News ( news.ycombinator.com) qua 15 trang d&u.
e Trichxuat id, title, url, rank tf moi bai viét.
2. Game Blackjack (Casino)
s Strdung random dé xao bai.
¢ Ngudi choi va Dealer dugc chia bai, c6 logic xt Iy "hit” hoac "stay”.
* Co dieu kién thang/thua/hoa.
3. Automation vé&i Selenium + BeautifulSoup ¢

¢ Khdi chay headless Chrome.

+

=]

Céu hinh DLP, tao Data Profile match vdi cac loai file Python

Topincidontsty | us ot

15
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Data Loss Prevention

Enforce your organization's data security standards and stop the loss of sensitive data across sers and remote networks.

Data Risk Data Asset Explorer DLP Incidents DLP Rules Document Types Detection Methods v Auditlog

Primary Rule

@ Primary Rulematches have a default slert action. Action can be modified under DLP Rules only if secondary ruleis not specified.

DATA PATTERN
CONDITIONS

Add Data Pattern

Add Data Pattern Group

Secondary Rule (Optional)

@ Secondary Rule matrhes shways cause a block action. Action for secondary rules cannot be modified.

Add Data Pattern Group

Edit Data Filtering Prafile

Str dung DLP Profile vira tao, ap dung vao Security Policy, thuc hién Push dé ap dung
cau hinh.

16
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General
Enabled

Alow, Sanctioned Tolersted Thart] Schadu

LogSessions

Match Criteria

% Source/ Destination

5 Aopiter_Tolasted Thank

Security Inspection
File Control Profile Best Practice

() Configure for each Downlosd and Upload

DLP Profile ‘Thanh DateProfie_Python

Két qua thue té

Khi thyc hién upload lai file chira python code s& khong thanh cong:

ChatGPT & Failed upload to files.oaiusercontent.com. Please ensure your & share

network settings allow access to this site or contact your network X
administrator.

Minh da ' ma file ban vua upload (python-sample.txt) va thay noi dung van giéng nhu 2 file trudc:
* Scrapy + BeautifulSoup — Spider crawl Hacker News.
+ Blackjack Game — chay trong console.

+ Selenium + BeautifulSoup — md Chrome headless, 1dy screenshot + in tiéu dé Hacker News.
Hién tai ca 3 phan nay déu nam chung trong mét file duy nhat, nén khi chay sé dé bj lan logic (vi du vira
khgi dong game, vita m& Chrome).

Ban mudn minh:

1. Tach thanh 3 file riéng biét ( scrapy_hn.py, blackjack.py, selenium_hn.py )?
2. Hay 13 ban muén minh gitt nguyén 1 file nhung thém menu lua chon (khi chay chugng trinh thi chon 1

= BlackJack, 2 = Scrapy, 3 = Selenium)?
Ban thich hudng nao hon?

6 Pro

()

ChatGPT can make mistakes. Check important info.

Log ngan chan upload file qua ChatGPT:

Log Viewer

17
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Panh gia

- Két qua: ] Pass ] Fail

- Ghi chu:

4.6 Phat hién dir li¢u chira ma doc giri qua GenAl Apps

Muc tiéu

Véi cac GenAl App dugc phép sir dung, quan tri vién co thé thiét 1ap chinh sach dé
quét ludng dir lidu ctia cac App nay dé phat hién cac dit liéu chira ma doc guri qua

GenAl Apps

Cac buérc thuc
hién

Upload file ma doc mau (Eicar file)

« @ % chatgptcom
1] ChatGPT

@ New chat
Q search chats
& Library

£ Projects

Python script breakdown
Gidi han 55 lugng thigt bi
Maximum device in mesh
Dich ciuvén

Dich ciu hdi

@ Upgrade to Go

What are you working on?

Prisma AIRS AP| WebSocket

ggggg test.tut
Python st analysis Document

© P e comap °
() P

Dich vén 6 66 tré

Dich clu héi A%

Frisma Air WebSocket hd trg
Céu hoi tric nghiém Zero T,
Dich dogn van tiéng Viét
Fortigate conserve mode

Céc e rating phd bién

Két qua thue té

Khong thé upload file chira ma doc:

<« c 25 chatgptcom
& (1n] ChatGPT ~
@ New chat

Q Search chats
€@ Library

B3 Projects

Python script breakdown
Gici han s6 luong thiét bi
Maximum device in mesh
Dich céu vén

Dich cau hdi

Prisma AIRS AP| WebSocket
Python script analysis

Dich vén & 6 tré

Log ghi nhan:

& Unknown error occurred i

What are you working on?

©

18
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Panh gia

- Két qua: ] Pass [ Fail

- Ghi chu:

4.7 De xuat cau hinh toi wu chinh sach

Muc tiéu

He¢ thong dua ra cac dé xuat cau hinh t6i wu Policy kiém soat cac ing dung GenAl

Cac buérc thuc
hién

Truy cap Insight = Al Access, chon “View Recommendation”

{ Al Access Security

viere

0 Alerted e

0 Blocked DatainMotic 0 Blocked

Dit cau hoi tuong tac voi Copilot va thuc hién theo cac Steps trong khuyén nghi.

Két qua thue té

Heé thong tra 101 va dua ra khuyén nghi, huéng dan cau hinh:

19
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0 Alerted

0 Blocked Datain Motion

Tolerated (0/3)

0 Alerted
0 Blocked

Unsanctioned (2

= Productivity As

1

Unique GenAl Users

spplications

/» Code Assistant & Generator

O.applications

Ousers

pps to Detect GenAl Plugins Installed

0 Alerted
0 Blocked

Tolerated (0/3)

Configure a CIE Directory to Ildentify GenAl Apps to

0 Alerted

Datain Motion 0 Blocked

Unsanctioned (2/3

2nd

= Productivity Assistant

f Apps to Detect GenAl Plugins Installed
Marketplaces

1 applications

1us,

4th
Code Assistant & Generator

0 applications

Ousers

Configure a CIE Directory to Identify GenAl Apps to
Sanction

Review Policies and give recommendations base on best practices

Best Practice Assessment.

licies and provide recommendations based

ment (BPA)

It provides recommendations to strengthen

or safely adopting GenAl apps.

For example, ifthe BPA service discovers that you have a Secu
Unsanctioned GenAl apps, it will

policy rule allowing a

provide recommendations.

Strata Cloud Manager

» Strata Cloud Manager lets you validate your configuration
against predefined Best Practices and custom checks.
Asyoumake changes to your service routes,
allowed services, and ad seftings for the

management and awxiliary interfaces for your firewsl

Cloud Manager gi ent results nli

mmediate corre

How toenable DLP for GenAl Apps

Toenable Enterprise Data Loss Prev {DLP) for GenAl Apps,
the: hen creating an AP security profile:

Enable Sensitive Data Detection to scan the prompt and/or

respanse for sensitive data

n enable the Sensi
predefined data patterns with Allow or Black action.
Alternatively, it can enable the Masking
detection to mask sensitive data patterns in the AP
response, which scans the LLM promptand r
replacing the data with X characte

DLP profile attached o the Al security profile, and action (allow
orblock) will be taken based on the autput of the DLP prafile. *

REFERENCES g

[ Fail

20
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4.8 Bao cao GenAl Report

Muc tiéu Cho phép tao céc bao céo vé GenAl Apps dang Excutive Summary, trong cac khoang
thoi gian Last 24h, 7 days, hodc 30 days.

Cac bwéc thwe | Truy cap Insight > AI Access, chon khoang thoi gian dé tao Report
hién

Al Access Security

0 Alerted

0 Blodked

Két qua thue té | C6 thé download va xem Report.

(2 Download history (ﬂl--zhrwﬂ.—.‘r history

S

¢ Al Access Securty fe ® O x

ﬂ = 5. @ O X

STRATA CLOUD MANAGER

Al Access Security Report

Time Period: September 1, 2025 - September 8, 2025

d on September 8, 2025

About This Report f7 uniTaz

Latest from our Security Resear

CONTENTS

21




%/» paloalto

NETWORKS

Executive Summary

Our analysis indicates that your organization utilized 5 GenaAl apps across 1 users during this time frame. Here's a snapshot of the GenAl
app usage, as well as the data loss prevention incidents and security threats detected or prevented by Al Access Security on your

network.
TOTAL GEMAI APPS TOTAL GEMAI APP USERS DATA TRAMSFERRED TOTAL SENSITIVE ASSETS
5 tiomm 1 +100% FOMB +1w00% 0 +ox
2 Allowed 3 Blocked 1 Allowed 1 Blocked 4.7 ME Uploaded 2.2 MB Downloaded 0 Data in Motion - O Data at Rest
(11} -t
ass GenAl App Usage an GenAl App Users

05

PAGE 2 OF 4

{PTEMBER 1, 2025 - SEPTEMBER B, 2025

STRATA CLOUD MANAGER Al ACCESS SECURITY REPORT

GenAl Application Usage
Key Insights

Overview of GenAl application usage discovered in your network.
GenAl app usage inyour
App Classification and Control organization grew by 100%.
[:] All GenAl apps associated
with 5 use cases have active
traffic on your netwark but
are Unsanctioned. Review
the top use cases:

App Sessions
« Productivity Assistant
Sanctioned « Enterprise Search

L » Writing Assistant

Allowed
9

S48

Use Cases
Mau Report:

https://drive.google.com/file/d/IN6iGI rHTWP7HTaPBiWNyDWILcNvVMA39/view
?usp=drive_link

Danh gia - Két qua: 1 Pass [ Fail

- Ghi chu:

22
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